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Neti quette Quidelines
Status of This Meno

This neno provides information for the Internet community. This neno
does not specify an Internet standard of any kind. Distribution of
this meno is unlimnted.

Abst r act

Thi s docunent provides a m ninum set of guidelines for Network

Eti quette (Netiquette) which organizations may take and adapt for
their own use. As such, it is deliberately witten in a bulleted
format to nmake adaptation easier and to make any particul ar item easy
(or easier) to find. It also functions as a mni num set of

gui delines for individuals, both users and admi nistrators. This neno
is the product of the Responsible Use of the Network (RUN) Wbrking

G oup of the |IETF.
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1.0 Introduction

In the past, the popul ation of people using the Internet had "grown
up" with the Internet, were technically mnded, and understood the
nature of the transport and the protocols. Today, the conmunity of
Internet users includes people who are new to the environment. These
"Newbi es” are unfanmiliar with the culture and don’t need to know
about transport and protocols. In order to bring these new users into
the Internet culture quickly, this Guide offers a m ni mum set of
behavi ors whi ch organi zati ons and i ndividuals nay take and adapt for
their own use. Individuals should be aware that no matter who
supplies their Internet access, be it an Internet Service Provider
through a private account, or a student account at a University, or
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2.0

an account through a corporation, that those organi zati ons have
regul ati ons about ownership of mail and files, about what is proper
to post or send, and how to present yourself. Be sure to check with
the |l ocal authority for specific guidelines.

W' ve organi zed this material into three sections: One-to-one

conmuni cati on, which includes mail and tal k; One-to-many
communi cati ons, which includes mailing lists and Net News; and

I nformation Services, which includes ftp, WW/ Wais, Gopher, MJDs and
MOCs. Finally, we have a Sel ected Bibliography, which nmay be used
for reference

One-to0-One Comuni cation (electronic mail, talk)

We define one-to-one comunications as those in which a person is
communi cating with another person as if face-to-face: a dialog. In
general, rules of common courtesy for interaction with people should
be in force for any situation and on the Internet it’s doubly

i mportant where, for exanple, body |anguage and tone of voice nust be
inferred. For nore information on Netiquette for communicating via
electronic mail and tal k, check references [1,23,25,27] in the

Sel ect ed Bi bl i ography.

User Cui del i nes
.1 For mmil:

- Unl ess you have your own Internet access through an Internet
provi der, be sure to check with your enpl oyer about ownership
of electronic mail. Laws about the ownership of electronic nmail
vary from place to place.

- Unless you are using an encryption device (hardware or software),
you shoul d assune that mail on the Internet is not secure. Never
put in a mail nmessage anything you would not put on a postcard.

- Respect the copyright on material that you reproduce. Al nost
every country has copyright |aws.

- If you are forwarding or re-posting a nessage you’ve received, do
not change the wording. |If the nessage was a personal nessage to
you and you are re-posting to a group, you should ask perm ssion
first. You may shorten the nessage and quote only rel evant parts,
but be sure you give proper attribution.

- Never send chain letters via electronic mail. Chain letters
are forbidden on the Internet. Your network privileges
will be revoked. Notify your |ocal system adm nistrator
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if your ever receive one.

- A good rule of thunb: Be conservative in what you send and
liberal in what you receive. You should not send heated nessages
(we call these "flanes") even if you are provoked. On the other
hand, you shouldn’t be surprised if you get flamed and it's
prudent not to respond to flanes.

- In general, it’s a good idea to at |east check all your mail
subj ects before responding to a nessage. Sonetines a person who
asks you for help (or clarification) will send another nessage
which effectively says "Never Mnd". Also nmake sure that any
message you respond to was directed to you. You night be cc:ed
rather than the primary recipient.

- Make things easy for the recipient. Many nmilers strip header
i nformati on which includes your return address. In order to
ensure that people know who you are, be sure to include a line
or two at the end of your nessage with contact information. You
can create this file ahead of tine and add it to the end of your
messages. (Sonme mailers do this automatically.) |In Internet
parlance, this is known as a ".sig" or "signature" file. Your
.sig file takes the place of your business card. (And you can
have nore than one to apply in different circunmstances.)

- Be careful when addressing mail. There are addresses which
may go to a group but the address | ooks like it is just one
person. Know to whom you are sendi ng.

- Watch cc’'s when replying. Don’t continue to include
people if the messages have beconme a 2-way conversation

- In general, nost people who use the Internet don’t have tine
to answer general questions about the Internet and its workings.
Don't send unsolicited mail asking for information to people
whose nanes you m ght have seen in RFCs or on mailing lists.

- Renenber that people with whomyou comunicate are | ocated across
the globe. |If you send a nessage to which you want an i mmedi ate
response, the person receiving it mght be at hone asleep when it
arrives. Gve thema chance to wake up, cone to work, and login
before assunming the mail didn't arrive or that they don't care

- Verify all addresses before initiating | ong or personal discourse.
It’s also a good practice to include the word "Long" in the
subj ect header so the recipient knows the nessage will take tine
to read and respond to. Over 100 lines is considered "Il ong"
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- Know whomto contact for help. Usually you will have resources
close at hand. Check locally for people who can help you with
software and system problens. Al so, know whomto go to if you
recei ve anything questionable or illegal. Mbst sites also
have "Postnaster"” aliased to a know edgeabl e user, so you
can send mail to this address to get help with mail.

- Renenber that the recipient is a human bei ng whose cul ture,
| anguage, and hunor have different points of reference from your
own. Renenber that date formats, neasurenents, and idi ons may
not travel well. Be especially careful with sarcasm

- Use m xed case. UPPER CASE LOOKS AS | F YOU RE SHOUTI NG

- Use synbols for enphasis. That *is* what | neant. Use
underscores for underlining. War and Peace_ is ny favorite
book.

- Use snileys to indicate tone of voice, but use them sparingly.
:-) is an exanple of a smley (Look sideways). Don't assume
that the inclusion of a smley will nmake the recipient happy
with what you say or wi pe out an otherw se insulting coment.

- Wait overnight to send enotional responses to nessages. |If you
have really strong feelings about a subject, indicate it via
FLAMVE QN OFF encl osures. For exanple:

FLAME ON: This type of argunent is not worth the bandw dth
it takes to send it. |It's illogical and poorly
reasoned. The rest of the world agrees with ne.

FLAMVE OFF

- Do not include control characters or non-ASCI| attachnments in
messages unless they are MM attachnents or unl ess your mail er
encodes these. |f you send encoded nessages nake sure the
reci pi ent can decode them

- Be brief without being overly terse. Wen replying to a nessage,
i ncl ude enough original material to be understood but no nore. It
is extremely bad formto sinply reply to a message by incl uding
all the previous nessage: edit out all the irrelevant materi al

- Linmit line length to fewer than 65 characters and end a |ine
with a carriage return.

- Mail should have a subject heading which reflects
the content of the nessage.
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- If you include a signature keep it short. Rule of thunb
is no longer than 4 lines. Renmenber that many people pay for
connectivity by the mnute, and the | onger your nessage is,
the nore they pay.

- Just as mail (today) may not be private, nmail (and news) are
(today) subject to forgery and spoofing of various degrees of
detectability. Apply common sense "reality checks" before
assunming a nessage is valid.

- If you think the inportance of a nessage justifies it, immediately
reply briefly to an e-mail nessage to |let the sender know you got
it, even if you will send a longer reply later.

- "Reasonabl e" expectations for conduct via e-mail depend on your
relationship to a person and the context of the communication
Norns | earned in a particular e-mail environnent may not apply in
general to your e-nmail comunication with people across the
Internet. Be careful with slang or |ocal acronyns.

- The cost of delivering an e-mail nessage is, on the average, paid
about equally by the sender and the recipient (or their
organi zations). This is unlike other nmedia such as physical nmail,
tel ephone, TV, or radio. Sending soneone nail may al so cost them
in other specific ways |ike network bandw dth, disk space or CPU
usage. This is a fundanental econom c reason why unsolicited
e-mai |l advertising is unwel come (and is forbidden in nmany contexts).

- Know how | arge a nessage you are sending. Including large files
such as Postscript files or prograns may nake your nessage SO
large that it cannot be delivered or at |east consunes excessive
resources. A good rule of thumb would be not to send a file
| arger than 50 Kilobytes. Consider file transfer as an
alternative, or cutting the file into snmaller chunks and sendi ng
each as a separate nmessage

- Don't send large amounts of unsolicited information to people.
- If your mail systemallows you to forward nmail, beware the dreaded
forwarding | oop. Be sure you haven't set up forwardi ng on severa

hosts so that a nessage sent to you gets into an endl ess | oop from
one conputer to the next to the next.
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2.1.2 For talk:

Talk is a set of protocols which allow tw people to have an
interactive dial ogue via conputer

Use m xed case and proper punctuation, as though you were typing
a letter or sending mail.

Don’t run off the end of a line and sinply let the term nal wrap;
use a Carriage Return (CR) at the end of the line. Also, don't
assune your screen size is the sanme as everyone else’'s. A good
rule of thunb is to wite out no nore than 70 characters, and no
nmore than 12 lines (since you' re using a split screen).

Leave sone margin; don't wite to the edge of the screen

Use two CRs to indicate that you are done and the other person nmay
start typing. (blank line).

Al ways say goodbye, or some other farewell, and wait to see a
farewell fromthe other person before killing the session. This
is especially inportant when you are conmuni cating with soneone

a long way away. Renenber that your communication relies on both
bandwi dth (the size of the pipe) and | atency (the speed of Iight).

Renmenber that talk is an interruption to the other person. Only
use as appropriate. And never talk to strangers.

The reasons for not getting a reply are nmany. Don’t assume
that everything is working correctly. Not all versions of
talk are conpati bl e.

If left onits own, talk re-rings the recipient. Let it ring
one or two tines, then kill it.

If a person doesn’'t respond you nmight try another tty. Use finger
to determ ne which are open. |If the person still doesn’t respond,
do not continue to send.

Tal k shows your typing ability. |If you type slowy and nake
m st akes when typing it is often not worth the tine of trying to
correct, as the other person can usually see what you neant.

Be careful if you have nore than one tal k session going!
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Adni ni strator |ssues

- Be sure you have established witten guidelines for dealing
with situations especially illegal, inproper, or forged
traffic.

- Handl e requests in a tinely fashion - by the next business day.

- Respond pronptly to people who have concerns about receiving
i mproper or illegal nessages. Requests concerning chain
| etters should be handl ed i medi ately.

- Explain any systemrules, such as disk quotas, to your users.
Make sure they understand inplications of requesting files by
mai | such as: Filling up disks; running up phone bills, delaying
mai |, etc.

- Make sure you have "Postnaster" aliased. Make sure you have
"Root" aliased. Make sure soneone reads that nail.

I nvestigate conpl ai nts about your users with an open m nd.
Renenber that addresses nmay be forged and spoof ed.

3.0 One-to-Many Conmuni cation (Miling Lists, NetNews)

Any tinme you engage in One-to-Many conmunications, all the rules for
mai | should also apply. After all, comrunicating with many people
via one mail nessage or post is quite anal ogous to conmunicating with
one person with the exception of possibly offending a great many nore
peopl e than in one-to-one conmunication. Therefore, it's quite

i mportant to know as much as you can about the audi ence of your
nmessage

3.1 User Cuidelines

3.1.1 CGeneral CGuidelines for mailing lists and Net News

- Read both mailing Iists and newsgroups for one to two nonths before
you post anything. This hel ps you to get an understandi ng of
the culture of the group

- Do not blanme the system admi nistrator for the behavior of the
system users.

- Consider that a |l arge audience will see your posts.
That may include your present or your next boss. Take
care in what you wite. Renenber too, that nmailing lists and
Newsgroups are frequently archived, and that your words nay be
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stored for a very long time in a place to which many peopl e have
access.

Assume that individuals speak for thenselves, and what they
say does not represent their organi zation (unless stated
explicitly).

Renenber that both mail and news take systemresources. Pay
attention to any specific rules covering their uses your
organi zati on may have

Messages and articles should be brief and to the point. Don’t
wander off-topic, don't ramble and don’t send mail or post
messages solely to point out other people’ s errors in typing
or spelling. These, nore than any other behavior, mark you
as an i nmature begi nner.

Subj ect lines should follow the conventions of the group
Forgeri es and spoofing are not approved behavi or.

Advertising is wel coned on sone |ists and Newsgroups, and abhorred
on others! This is another exanple of know ng your audi ence
before you post. Unsolicited advertising which is conpletely
off-topic will mpost certainly guarantee that you get a | ot of

hate mail.

If you are sending a reply to a nessage or a posting be sure you
summari ze the original at the top of the message, or include just
enough text of the original to give a context. This will nake
sure readers understand when they start to read your response.
Since Net News, especially, is proliferated by distributing the
postings fromone host to another, it is possible to see a
response to a nessage before seeing the original. G ving context
hel ps everyone. But do not include the entire original

Again, be sure to have a signature which you attach to your
message. This will guarantee that any peculiarities of mailers or
newsr eaders which strip header information will not delete the
only reference in the nessage of how people may reach you

Be careful when you reply to nessages or postings. Frequently
replies are sent back to the address which originated the post -
which in many cases is the address of a list or group! You may
accidentally send a personal response to a great many peopl e,
enbarrassing all involved. It’'s best to type in the address
instead of relying on "reply."
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- Delivery receipts, non-delivery notices, and vacation prograns
are neither totally standardi zed nor totally reliable across the

range of systenms connected to Internet mail. They are invasive
when sent to mailing lists, and sone peopl e consider delivery
recei pts an invasion of privacy. 1In short, do not use them

- If you find a personal nessage has gone to a list or group, send
an apol ogy to the person and to the group

- If you should find yourself in a disagreenent with one person
make your responses to each other via mail rather than continue to
send nessages to the list or the group. |If you are debating a
poi nt on which the group m ght have sone interest, you may
summari ze for themlater.

- Don't get involved in flanme wars. Neither post nor respond
to incendiary nmateri al

- Avoid sending nessages or posting articles which are no nore than
gratuitous replies to replies.

Be careful w th nonospacing fonts and diagrans. These will
display differently on different systens, and with different
mai l ers on the sane system

- There are Newsgroups and Mailing Lists which discuss topics
of wde varieties of interests. These represent a diversity of
lifestyles, religions, and cultures. Posting articles or sending
messages to a group whose point of viewis offensive to you
sinply to tell themthey are offensive is not acceptable.
Sexual |y and racially harassing nmessages nay al so have | ega
inmplications. There is software available to filter itens
you m ght find objectionable.

3.1.2 Miling List Guidelines

There are several ways to find informati on about what mailing lists
exist on the Internet and howto join them Mke sure you understand
your organization’s policy about joining these lists and posting to
them |In general it is always better to check |ocal resources first
before trying to find information via the Internet. Neverthel ess,
there are a set of files posted periodically to news.answers which
list the Internet mailing lists and how to subscribe to them This
is an invaluable resource for finding lists on any topic. See also
references [9,13,15] in the Sel ected Bi bliography.

- Send subscribe and unsubscri be nessages to the appropriate
address. Although some mailing list software is smart enough
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to catch these, not all can ferret these out. It is your
responsibility to learn how the lists work, and to send the
correct mail to the correct place. Although many many mailing
lists adhere to the convention of having a "-request" alias for
sendi ng subscri be and unsubscri be nessages, not all do. Be sure
you know the conventions used by the lists to which you subscri be.

- Save the subscription nessages for any lists you join. These
usually tell you how to unsubscribe as well.

- In general, it’s not possible to retrieve nessages once you have
sent them Even your systemadministrator will not be able to get
a message back once you have sent it. This nmeans you must mnake
sure you really want the nmessage to go as you have witten it

- The auto-reply feature of many mailers is useful for in-house
communi cati on, but quite annoying when sent to entire mailing
lists. Exanine "Reply-To" addresses when replying to nessages
fromlists. Mst auto-replys will go to all nenbers of the
list.

- Don't send large files to mailing lists when Uniform
Resource Locators (URLs) or pointers to ftp-able versions
will do. If you want to send it as nultiple files, be
sure to follow the culture of the group. If you don't
know what that is, ask

- Consi der unsubscribing or setting a "nomail" option (when it’'s
avai | abl ) when you cannot check your nail for an extended
peri od.

- When sending a nessage to nore than one nmailing list, especially
if the lists are closely rel ated, apol ogize for cross-posting.

- If you ask a question, be sure to post a summary. Wen doing so,
truly summari ze rather than send a cunul ation of the nessages you
receive.

- Sone mailing lists are private. Do not send mail to these lists
uninvited. Do not report mail fromthese lists to a w der
audi ence.

- If you are caught in an argunent, keep the discussion focused on
i ssues rather than the personalities involved.
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3.1.3 NetNews Gui delines

Net News is a globally distributed systemwhich allows people to
conmmuni cate on topics of specific interest. It is divided into

hi erarchies, with the major divisions being: sci - science related

di scussions; conp - conputer related discussions; news - for

di scussi ons which center around NetNews itself; rec - recreationa
activities; soc - social issues; talk - |ong-w nded never-ending

di scussions; biz - business related postings; and alt - the alternate
hierarchy. At is so naned because creating an alt group does not go
t hrough the sane process as creating a group in the other parts of
the hierarchy. There are also regional hierarchies, hierarchies
which are widely distributed such as Bionet, and your place of

busi ness may have its own groups as well. Recently, a "humanities"

hi erarchy was added, and as tine goes on its likely nore will be
added. For |onger discussions on News see references [2,8,22,23] in
the Sel ected Bibliography.

- I'n Net News parlance, "Posting" refers to posting a new article
to a group, or responding to a post someone el se has posted.
"Cross-Posting” refers to posting a nmessage to nore than one
group. |If you introduce Cross-Posting to a group, or if you
direct "Followup-To:" in the header of your posting, warn
readers! Readers will usually assune that the nessage was
posted to a specific group and that followips will go to
that group. Headers change this behavior.

- Read all of a discussion in progress (we call this a thread)
before posting replies. Avoid posting "Me Too" nessages,
where content is linted to agreenment with previous posts.
Content of a foll owup post should exceed quoted content.

- Send mail when an answer to a question is for one person only.
Renenber that News has gl obal distribution and the whole world
probably is NOT interested in a personal response. However, don't
hesitate to post when sonmething will be of general interest to the
Newsgr oup parti ci pants.

- Check the "Distribution" section of the header, but don’t
depend on it. Due to the conplex nethod by which News is
delivered, Distribution headers are unreliable. But, if you
are posting sonething which will be of interest to alimted
nunber or readers, use a distribution line that attenpts to
limt the distribution of your article to those people. For
exanple, set the Distribution to be "nj" if you are posting
an article that will be of interest only to New Jersey readers.
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If you feel an article will be of interest to nore than one

Newsgr oup, be sure to CROSSPOST the article rather than individually
post it to those groups. 1In general, probably only five-to-six
groups will have simlar enough interests to warrant this

- Consider using Reference sources (Conputer Manuals, Newspapers,
help files) before posting a question. Asking a Newsgroup where
answers are readily avail abl e el sewhere generates grunpy "RTFM
(read the fine manual - although a nore vul gar meani ng of the
word beginning with "f" is usually inplied) nessages.

- Al though there are Newsgroups which wel cone adverti sing,
in general it is considered nothing | ess than crinina
to advertise off-topic products. Sending an adverti senent
to each and every group will pretty nuch guarantee your | oss of
connectivity.

- If you discover an error in your post, cancel it as soon as
possi bl e.

- DO NOT attenpt to cancel any articles but your own. Contact
your administrator if you don’t know how to cancel your post,
or if sonme other post, such as a chain letter, needs canceling.

- If you ve posted sonmething and don't see it imediately,
don’t assume it’'s failed and re-post it.

- Sone groups pernit (and sone wel cone) posts which in other
circunstances woul d be considered to be in questionable taste.
Still, there is no guarantee that all people reading the group
will appreciate the material as nmuch as you do. Use the Rotate
utility (which rotates all the characters in your post by 13
positions in the al phabet) to avoid giving of fense. The
Rot 13 utility for Unix is an exanple.

- I'n groups which discuss novies or books it is considered essentia
to mark posts which disclose significant content as "Spoilers"”
Put this word in your Subject: line. You may add blank lines to
the begi nning of your post to keep content out of sight, or you
may Rotate it.

- Forging of news articles is generally censured. You can protect
yourself from forgeries by using software which generates a
mani pul ation detection "fingerprint", such as PGP (in the US)

- Postings via anonynous servers are accepted in sone Newsgroups

and disliked in others. Material which is inappropriate when
posted under one’'s own nane is still inappropriate when posted
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anonynmousl y.

Expect a slight delay in seeing your post when posting to a
noder ated group. The noderator nmay change your subject
line to have your post conformto a particular thread.

Don’t get involved in flame wars. Neither post nor respond
to incendiary materi al

Adm ni strator Cuidelines
Ceneral | ssues

Clarify any policies your site has regarding its subscription
to Net News groups and about subscribing to mailing lists.

Clarify any policies your site has about posting to Net News
groups or to nmailing lists, including use of disclainmers in .sigs.

Clarify and publicize archive policy. (How long are articles
kept ?)

I nvesti gate accusati ons about your users pronptly and with an
open mi nd.

Be sure to nmonitor the health of your system

Consi der how |l ong to archive system | ogs, and publicize your
policy on | ogging.

Mai ling Lists

Keep mailing lists up to date to avoid the "bouncing mail" probl em
Hel p |i st owners when problens arise.

Informlist owners of any nmintenance wi ndows or planned downti ne.

Be sure to have
admi ni strati on.

-request” aliases for |ist subscription and

Make sure all nmil gateways operate snoothly.
Net News

Publicize the nature of the feed you receive. If you do not get
a full feed, people may want to know why not.
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- Be aware that the nmultiplicity of News Reader clients nay cause
the News Server being blamed for problens in the clients.

- Honor requests fromusers imediately if they request cancellation
of their own posts or invalid posts, such as chain |etters.

- Have "Usenet", "Netnews" and "News" aliased and nake sure soneone
reads the mail.

Moder at or Gui del i nes
1 General Cuidelines

- Make sure your Frequestly Asked Questions (FAQ is posted at
regul ar intervals. Include your guidelines for articl es/nmessages.
If you are not the FAQ namintainer, nmake sure they do so.

- Make sure you maintain a good wel come nessage, which contains
subscri be and unsubscribe i nformation.

- Newsgroups shoul d have their charter/guidelines posted
regul arly.

- Keep mailing lists and Newsgroups up to date. Post
messages in a tinmely fashion. Designhate a substitute
when you go on vacation or out of town.

I nformation Services (Gopher, Wais, WWV ftp, telnet)

In recent Internet history, the 'Net has exploded with new and varied
I nformation services. Gopher, Wais, Wrld Wde Wb (WWY, Milti-User
D nmensi ons (MJDs) Miulti-User Dinensions which are Object Oiented
(MOGs) are a few of these new areas. Although the ability to find
information i s exploding, "Caveat Enptor" remains constant. For nore
i nformati on on these services, check references [14,28] in the

Sel ect ed Bi bl i ography.

User Cuidelines

.1. Ceneral guidelines

- Renenber that all these services belong to soneone el se. The
peopl e who pay the bills get to nmake the rul es governi ng usage.
Information may be free - or it may not be! Be sure you check

- If you have problens with any formof information service, start

probl em sol ving by checking locally: Check file configurations,
sof tware setup, network connections, etc. Do this before assuni ng
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the problemis at the provider’'s end and/or is the provider’s
fault.

- Although there are nam ng conventions for file-types used, don't
depend on these file nam ng conventions to be enforced. For
exanple, a ".doc" file is not always a Word file.

- Information services al so use conventions, such as ww. Xyz. com
VWhile it is useful to know these conventions, again, don’t
necessarily rely on them

- Know how file names work on your own system

- Be aware of conventions used for providing information during
sessions. FTP sites usually have files named README in a top
| evel directory which have infornmation about the files avail able.
But, don’t assune that these files are necessarily up-to-date
and/ or accurate.

- Do NOT assune that ANY information you find is up-to-date and/or
accurate. Renenber that new technol ogies allow just about anyone
to be a publisher, but not all people have discovered the
responsi bilities which acconpany publi shing.

- Renenber that unless you are sure that security and authentication
technology is in use, that any information you subnmit to a system
is being transmitted over the Internet "in the clear”, with no
protection from"sniffers" or forgers.

- Since the Internet spans the gl obe, renenber that I nformation
Services might reflect culture and life-style markedly different
fromyour own community. Materials you find offensive may
originate in a geography which finds them acceptable. Keep an open
m nd.

- When wanting information froma popul ar server, be sure to use
a mrror server that's close if a list is provided.

- Do not use someone else’s FTP site to deposit materials you
wi sh ot her people to pick up. This is called "dunping" and
is not generally acceptabl e behavi or

- VWhen you have trouble with a site and ask for help, be sure to

provide as rmuch information as possible in order to help
debug the probl em
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When bringing up your own information service, such as a honepage
be sure to check with your local systemadministrator to find what
the |l ocal guidelines are in affect.

Consi der spreading out the system|oad on popul ar sites by
avoi ding "rush hour" and logging in during off-peak tines.

Real Time Interactive Services Cuidelines (MJIs MOXGs | RC)

As in other environnments, it is wise to "listen" first to
get to know the culture of the group

It’s not necessary to greet everyone on a channel or room
personally. Usually one "Hello" or the equivalent is enough
Using the automation features of your client to greet people is
not accept abl e behavi or

Warn the participants if you intend to ship large quantities

of information. |If all consent to receiving it, you may send,
but sendi ng unwanted i nformati on without a warning is considered
bad formjust as it is in mil.

Don’'t assune that people who you don’t know will want to talk to
you. If you feel conpelled to send private nessages to people you
don’t know, then be willing to accept gracefully the fact that they
m ght be busy or sinply not want to chat with you.

Respect the guidelines of the group. Look for introductory
materials for the group. These nmay be on a related ftp site.

Don’t badger other users for personal information such as sex, age,
or location. After you have built an acquai ntance w th anot her user,
these questions may be nore appropriate, but nmany people

hesitate to give this information to people with whomthey are

not famliar.

If a user is using a nickname alias or pseudonym respect that
user’s desire for anonynmity. Even if you and that person are
close friends, it is nore courteous to use his nicknane. Do
not use that person’s real nanme online w thout perm ssion
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Adm ni strator Quidelines

1

General Guidelines
Make cl ear what’'s avail able for copying and what is not.

Descri be what's available on your site, and your organization
Be sure any general policies are clear.

Keep information, especially READVES, up-to-date. Provide READVES
in plain ascii text.

Present a list of mirrors of your site if you know them Make
sure you include a statement of copyright applicable to your
mrrors. List their update schedule if possible.

Make sure that popul ar (and nmassive) information has the bandw dth
to support it.

Use conventions for file extensions - .txt for ascii text; .htn
or .htmfor HIM.; .ps for Postscript; .pdf for Portable Docunent
Format; .sgml or .sgmfor SGW; .exe for non-Unix executables, etc.

For files being transferred, try to make fil enanes unique in the
first eight characters.

When providing information, make sure your site has sonet hing
unique to offer. Avoid bringing up an infornmation service which
sinmply points to other services on the Internet.

Don’t point to other sites without asking first.

Renenber that setting up an information service is nore than just
design and inplenentation. 1It’s also naintenance.

Make sure your posted naterials are appropriate for the supporting
organi zati on.

Test applications with a variety of tools. Don’t assume everything
works if you ve tested with only one client. Also, assune the | ow
end of technology for clients and don’t create applications which
can only be used by G aphical User Interfaces.

Have a consistent view of your information. Make sure the | ook
and feel stays the sane throughout your applications.
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Be sensitive to the longevity of your information. Be sure to
date tinme-sensitive materials, and be vigilant about keeping
this information well maintained.

Export restrictions vary fromcountry to country. Be sure you
understand the inplications of export restrictions when you post.

Tell users what you plan to do with any information you collect,
such as WAV f eedback. You need to warn people if you plan to
publish any of their statements, even passively by just making it
avai |l abl e to other users.

Make sure your policy on user information services, such as
honepages, is well known.
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